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Paper  Abstract 

Modern  Maritime  Trade  Warfare 

Due  to  an  arguably  decreased  likelihood  of  total  war  and  the  recent  focus  on  the  reduction  of 
collateral  damage,  the  techniques  used  to  affect  maritime  trade  in  past  conflicts  become  less 
likely  to  be  used  and  less  desirable  strategically.  Without  the  willingness  or  ability  to  sink 
shipping  on  a  large  scale,  it  seems  the  modern  merchant  fleet  is  less  vulnerable  to  the  effects 
of  maritime  trade  warfare.  However,  this  paper  argues  that  effective  and  timely  use  of 
modem  capabilities  and  techniques  against  an  adversary's  maritime  trade  provides  the  user 
with  significant  negotiating  leverage  during  a  limited  war.  Diplomacy  in  support  of 
Maritime  Interdiction  Operations,  cyber  operations  against  enemy  shipping  infrastructure,  the 
use  of  Maritime  Exclusion  Zones  to  interfere  with  shipping  networks,  and  GPS  jamming  or 
spoofing  of  merchant  vessels  are  discussed  and  analyzed  for  potential  effectiveness.  Finally, 
recommendations  are  made  to  allow  the  operational  commander  to  prepare  in  peacetime  for 
modem  maritime  trade  warfare. 


n 


INTRODUCTION 


Throughout  history,  maritime  trade  warfare  has  been  diverse  in  both  the  ways  it  has 
been  practiced  and  the  results  it  has  achieved.  Commonly  referenced  examples  of  this  form 
of  warfare  occurred  during  World  Wars  I  and  II.  In  the  First  World  War,  over  10  million 
tons1  of  Allied  and  neutral  shipping  was  lost  due  to  commerce  raiders,  mines,  and  most 
notably,  unrestricted  use  of  German  U-Boats.  While  these  new  maritime  trade  warfare 
capabilities  were  incredibly  effective  at  sinking  commerce,  they  also  had  the  unintended 
consequence  of  drawing  the  United  States  into  the  war"  which  contributed  to  the  German 
defeat.  In  World  War  II,  submarines  again  played  a  critical  role  in  maritime  trade  warfare, 
this  time  effectively  employed  by  the  Germans  and  the  United  States.  An  example  of 
unlimited  warfare,  combatants  on  both  sides  violated  the  1936  London  Protocol  by  ruthlessly 
attacking  merchant  shipping  without  first  accounting  for  the  safety  of  crew  members  and 
passengers.3  The  most  effective  of  these  campaigns  was  conducted  by  the  United  States 
against  Japan.  As  the  Imperial  Japanese  Navy  lost  its  ability  to  counter  American 
submarines,  the  island  nation  was  essentially  isolated  and  starved  of  essential  war-making 
and  survival  resources.4  More  recently,  the  Iranians  and  Iraqis  conducted  maritime  trade 
warfare  against  each  other's  oil  exports  in  the  Arabian  Gulf  during  the  Tanker  Wars  of  the 
late  1980s.  Surface-to-surface  missiles,  air-to- surface  missiles,  and  mines  were  employed  in 
an  effort  to  damage  the  opponent's  economy  and  influence  the  decision  making  process  of 
enemy  leadership.5  These  actions  led  to  a  25  percent  drop  in  commercial  shipping  and  a 
sharp  rise  in  the  price  of  crude  oil.6 

Due  to  an  arguably  decreased  likelihood  of  total  war,  changes  in  international  law, 
and  the  resultant  legitimacy  concerns,  the  techniques  used  to  affect  maritime  trade  in  past 
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conflicts  become  less  likely  to  be  used  and  less  desirable  strategically.  Without  the 
willingness  or  ability  to  sink  shipping  on  a  large  scale,  it  seems  the  modern  merchant  fleet  is 
less  vulnerable  to  the  effects  of  maritime  trade  warfare.  However,  this  paper  will  argue  that 
effective  and  timely  use  of  modem  capabilities  and  techniques  against  an  adversary's 
maritime  trade  provides  the  user  significant  negotiating  leverage  during  a  limited  war. 

Several  tools  available  to  the  Joint  Force  Commander  (JFC)  will  be  considered  to 
prove  this  thesis.  This  list  of  tools  is  not  intended  to  be  all-inclusive,  rather  it  will  prioritize 
those  tools  that  are  most  likely  to  be  politically  acceptable  and  provide  the  most  effect  over 
the  shortest  time.  Each  tool  will  be  analyzed  through  examination  of  foreseeable  positive 
and  negative  consequences  of  its  use.  In  order  to  better  illustrate  how  these  tools  could  be 
used  against  an  adversary,  each  tool  will  be  applied  to  a  hypothetical  scenario  —  a  limited 
conflict  against  the  People's  Republic  of  China  (PRC)  over  territorial  disputes  in  the  South 
China  Sea.  The  argument  will  conclude  by  attempting  to  prove  that  the  cumulative  effect  of 
the  use  of  these  tools  against  an  adversary's  maritime  trade  would  be  sufficient  to  affect  the 
calculus  of  its  decision  makers.  From  this,  several  recommendations  will  be  made  to  the  JFC 
regarding  what  actions  should  be  taken  in  peacetime  to  prepare  for  a  robust  maritime  trade 
warfare  capability  to  be  used  as  needed  in  future  conflicts. 

For  the  sake  of  clarity  in  our  PRC  conflict  example,  several  assumptions  are  made. 
First,  the  PRC  has  displayed  military  aggression  against  one  or  several  of  our  allies  in  the 
region  in  an  attempt  to  settle  disputes  over  territory  in  the  South  China  Sea.  In  this 
hypothetical  scenario,  whether  by  treaty  or  otherwise,  U.S.  policy  makers  have  decided  to 
intervene.  In  an  effort  to  avoid  escalation,  kinetic  strikes  against  mainland  China  are 
currently  off  the  table.  Maritime  trade  warfare  techniques  conducted  in  accordance  with 
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international  law  and  national  guidance  are  acceptable  as  long  as  they  do  not  significantly 
risk  escalation  or  loss  of  civilian  life.  Before  proceeding  with  the  analysis  of  tools  available 
to  the  JFC,  it  is  important  to  show  why  formerly  effective  tools  are  no  longer  acceptable. 

Many  years  ago,  nations  used  privateers  to  conduct  commerce  warfare  at  sea.  A 
privateer  was  an  individual  hired  by  one  belligerent  to  capture  the  commerce  of  another 
belligerent.  His  fee  was  paid  via  the  captured  goods  or  "prize  money."  Since  privateering 

o 

was  abolished,  the  most  effective  techniques  against  maritime  trade  have  involved  use  of 
kinetic  weapons  against  merchant  vessels.  As  the  examples  of  both  World  Wars  and  the 
Tanker  Wars  showed,  commonly  used  weapons  are  mines,  missiles,  or  torpedoes.  All  of 
these  weapons  are  intended  to,  or  run  serious  risk  of  sinking  the  targeted  vessel  or  sometimes 
unintended  vessels.  As  previously  discussed,  the  1936  London  Protocol  prohibits  the 
destruction  of  an  enemy  merchant  vessel  without  first  assuring  the  safety  of  passengers  and 
crew.  There  are  several  exceptions  to  this  international  law,  for  example  if  the  vessel  is 
actively  resisting  search  or  capture  or  if  it  is  sailing  under  convoy9  it  can  be  attacked  without 
warning.  However,  the  potential  for  escalation  toward  total  war  combined  with  the  likely 
effects  on  international  public  opinion  make  this  an  undesirable  option  in  today's  climate. 

While  the  formerly  used  techniques  of  maritime  trade  warfare  are  apparently  now 
irrelevant  in  a  limited  conflict,  the  potential  ability  of  maritime  trade  warfare  to  affect  the 
calculus  of  decision  makers  is  actually  more  relevant  than  ever.  Globalization  and  the  world 
economic  framework  have  created  a  larger  dependence  on  seaborne  trade  than  ever  before, 
even  for  the  most  resource-rich  countries.  Over  90  percent  of  the  world's  trade  travels  by 
sea.10  Any  significant  disruption  of  seaborne  trade  has  the  potential  to  create  huge  monetary 
losses  in  relatively  short  periods  of  time.  In  the  case  of  China,  approximately  85  percent  of 
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its  trade  moves  across  the  seas.  In  monetary  terms,  ocean  commerce  amounted  to  nearly  10 
percent  of  China's  GDP  in  2008,  with  a  total  value  of  over  $450  billion.11  Meanwhile,  the 
Chinese  shipping  fleet  consists  of  over  800  vessels12  with  an  estimated  value  of  over  $15 
trillion.  The  disruption  or  confiscation  of  just  a  small  number  of  these  vessels  bears  an 
immediate  cost  in  the  billions  of  dollars  and  an  opportunity  cost  in  the  trillions  of  dollars  due 
to  lost  profits  from  shipping. 

In  contrast,  it  can  be  argued  that  in  a  limited  war,  a  belligerent  simply  cannot  inflict 
enough  monetary  damage  fast  enough  to  influence  the  outcome  of  the  conflict.  Without  the 
ability  to  sink  merchant  shipping,  can  remaining  strategies  amount  to  anything  more  than 
pin-pricks  against  a  giant?  While  no  individual  tool  is  expected  to  be  sufficient  alone,  each 
tool  represents  an  incremental  contribution  toward  influencing  an  enemy.  The  combined 
effect  of  all  the  increments  would  likely  be  sufficient  to  play  a  role  in  the  outcome  of  some 
conflicts. 

MARITIME  INTERDICTION 

A  primary  and  historically  established  method  for  conducting  maritime  trade  warfare 
is  Maritime  Interdiction  Operations  (MIO).  In  the  context  of  this  paper,  the  goal  of  this 
interdiction  is  to  seize  or  deny  the  enemy  the  use  of  as  many  goods,  vessels,  and  crews  as 
possible. 

Under  international  law,  maritime  forces  have  the  right  to  approach  and  visit  any 
vessel  in  international  waters  in  order  to  verify  its  nationality.  If  the  vessel  is  not  flying  a 
flag,13  or  at  the  invitation  of  the  master  of  the  vessel,  it  may  be  boarded.14  Goods  headed  for 
the  enemy  of  a  belligerent  and  liable  to  capture  include  absolute  contraband  (supplies  directly 
related  to  belligerent  warfighting  capability)  or  conditional  contraband  (foodstuffs, 
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construction  materials,  fuel,  etc).15  Finally,  vessels  operating  under  an  enemy  flag,  operated 
by  a  crew  of  enemy  nationals,  or  owned  by  a  company  of  enemy  origin  may  be  seized  along 
with  its  cargo  and  crew.16 

In  practice,  maritime  forces  would  ideally  operate  in  areas  of  high  enemy  merchant 
congestion  and  low  protection  capabilities.  Corbett's  study  of  fertile  areas,  both  terminal  and 
pelagic  areas  is  useful  in  this  regard.  Terminal  areas  provide  the  highest  likelihood  of 
encountering  enemy  shipping,  but  also  provide  the  highest  risk  of  encountering  enemy 
combatants.  International  chokepoints  like  the  Strait  of  Malacca,  Strait  of  Hormuz,  or  Bab¬ 
el-  Mandeb  provide  a  less  risky,  yet  still  profitable  option.  In  order  to  avoid  excessive  risk  of 
direct  military  conflict,  care  must  be  taken  to  patrol  in  areas  safe  from  land-based  enemy 
interference.  Similarly,  it  would  be  advantageous  to  operate  in  areas  not  commonly  patrolled 
by  enemy  naval  forces.  While  it  may  be  impossible  to  completely  eliminate  risk  of  naval 
confrontation  against  some  countries,  few  countries  have  robust  forward  presence 
capabilities  and  are  forced  to  leave  their  merchant  fleets  exposed  when  operating  far  from 
friendly  shores.  Accordingly,  this  tool  would  be  most  useful  against  nations  with  less 
capable  navies. 

An  advantage  of  MIO  in  today's  globalized  environment,  an  enemy  merchant  marine 
has  legal  interests  (owned,  registered,  operated)  in  more  vessels  than  ever  before,  and  since 
international  law  allows  for  their  capture,  the  seas  are  richer  with  maritime  targets  than  ever 
before.  Furthermore,  the  seizure  of  these  items,  especially  vessels  and  crews,  can  have  a 
long-term  and  sustained  effect  on  the  enemy  at  low  risk  to  friendly  forces  and  relatively  low 
risk  of  escalation  or  collateral  damage. 
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Large-scale  MIO  can  be  resource  intensive  and  time  consuming,  and  the  U.S.  Navy 
and  Coast  Guard  have  limited  ships  and  boarding  teams  to  use  in  its  execution.  The  use  of 
these  resources  in  MIO  presents  opportunity  costs  against  other  more  traditional  maritime 
tasks.  Additionally,  problems  exist  as  to  what  to  do  with  vessels  once  they  have  been 
captured.  Secure  ports  for  vessel  storage  and  prize  crews  for  vessel  transport  are  issues  that 
would  need  to  be  addressed. 

Globalization  also  carries  a  negative  consequence  when  conducting  MIO  as  well  as 
most  forms  of  maritime  trade  warfare.  Merchant  vessels  captured  will  likely  also  have  ties  to 
other  countries,  whether  they  be  owned,  operated,  flagged  by  or  contain  goods  originating 
from  or  heading  to  that  country.  The  potential  for  undesired  second  and  third  order  effects 
against  friendly  or  neutral  nations  is  significant. 

If  conducting  interdiction  operations  against  the  PRC,  there  would  be  no  shortage  of 
shipping  to  interdict.  China  owns  the  world's  fourth  largest  merchant  fleet  and  only  eight 

i  o 

other  countries  have  flagged  more  vessels.  Meanwhile,  its  shipbuilding  industry  is  growing 
quickly  and  will  continue  to  provide  a  target  rich  maritime  trade  warfare  environment.  While 
it  may  be  tempting  to  conduct  MIO  in  the  South  China  Sea  or  near  the  approaches  to  China's 
major  ports,  improving  PLAN  capabilities  combined  with  a  substantial  land  based  air  and 
missile  threat  make  operations  in  this  area  excessively  risky.  Instead,  MIO  efforts  should  be 
focused  near  strategic  waterways  not  typically  patrolled  by  PLAN  assets.  The  approaches  to 
the  Panama  Canal,  the  Strait  of  Gibraltar,  and  the  Suez  Canal  are  areas  of  heavy  shipping 
volume  and  are  not  traditionally  patrolled  by  PLAN  warships,  although  they  are  capable  of 
operating  there  and  interdiction  operations  may  require  efforts  to  obtain  local  sea  control. 
PLAN  forces  may  be  more  likely  to  defend  shipping  in  the  Strait  of  Malacca,  Strait  of 
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Hormuz,  or  Bab-el-Mandeb.  However,  China's  heavy  reliance  on  oil  imports  is  a 
vulnerability  that  may  be  worth  the  risk,  as  Saudi  Arabia  and  Iran  are  two  of  the  three  largest 
sources  of  crude  oil  for  China.19  The  terminal  areas  to  other  major  oil  producers  that  supply 
China,  such  as  Angola  and  Venezuela,  would  also  be  worthy  of  exploration.  Prize  crews 
could  be  contracted  to  deliver  captured  vessels  and  crews  to  secure  ports  in  Guam  or  the 
United  States.  Depending  on  the  specifics  of  the  conflict  scenario,  the  Philippines,  Japan,  or 
Australia  may  be  willing  to  allow  the  use  of  their  ports  to  harbor  captured  vessels.  Sea 
basing  provides  another  option  to  the  JFC,  but  would  require  security  resources,  especially  if 
located  in  international  waters. 

CYBER  OPERATIONS 

Another  way  to  conduct  modem  maritime  trade  warfare  against  an  adversary  in  a 

limited  war  is  to  conduct  cyber  operations  against  its  shipping  industry.  First,  it  is  important 

to  clarify  that  in  this  limited  war  construct,  recommended  cyber  operations  do  not  include 

cyber  attack  as  recently  defined  by  NATO's  Co-operative  Cyber  Defence  Centre  of 

Excellence,  in  that  it  is  "reasonably  expected  to  cause  death  or  injury  to  persons  or  damage  or 

destruction  to  objects."”  Attacks  that  could  cause  death  or  injury  to  enemy  civilian  mariners 

risk  escalation  and  negative  public  opinion  consequences  and  are  therefore  undesirable. 

Instead,  the  goal  is  to  cause  immediate  and  widespread  economic  hardship  by  using  cyber 

network  attacks  (CNA)  against  an  enemy's  shipping  industry.  Naval  Warfare  Publication  1- 

14M  defines  CNA  as  "operations  to  disrupt,  deny,  degrade,  or  destroy  information  resident  in 

21 

computers  and  computer  networks  or  the  computers  and  networks  themselves."”  Potential 
ways  to  accomplish  this  end  would  be  through  the  use  of  malware,  worms,  denial  of  service, 
or  information  disruption.””  Network  vulnerabilities  are  abundant  and  vary  depending  on 


7 


actors.  Possibilities  include  port  facilities'  communication  networks,  utility  systems, 
computer  hardware,  surveillance  architecture,  and  information  storage  and  retrieval 
systems.23 

The  possibilities  when  combining  cyber  operational  methods  and  targets  are  endless, 
but  in  an  effort  to  illustrate  this  potential,  a  few  examples  are  provided.  Malware  delivered  to 
port  facility  computers  could  disable  those  computers  and  cripple  the  port  facility's  command 
and  control  structure.  Similarly,  a  denial  of  service  (DoS)  attack  could  also  cripple  a  port 
facility's  command  and  control  infrastructure.  Finally,  information  manipulation  software 
could  be  used  to  alter  loading  and  destination  instructions  for  large  quantities  of  cargo. 

There  are  several  advantages  to  using  cyber  operations  against  an  enemy's  maritime 
trade  infrastructure.  First,  it  is  inexpensive  to  develop  and  implement  compared  to  traditional 
forms  of  maritime  trade  warfare.  It  has  the  potential  to  affect  a  large  quantity  of  enemy 
shipping  over  a  short  period  of  time  with  little  risk  of  escalation.  Furthermore,  cyber 
operations  can  be  fully  planned  and  developed  in  peacetime  without  provoking  potential 
enemies.  At  the  outset  of  hostilities,  developed  cyber  operations  can  be  launched  quickly 
without  a  requirement  to  move  assets  into  theater. 

There  are  also  areas  of  concern  when  using  cyber  operations  against  an  opponent  in  a 
limited  war.  Primarily,  there  are  legal  considerations  including  the  concept  of  jus  in  bello  — 
do  cyber  operations  qualify  as  "war  fought  justly"?  At  the  moment,  there  is  little 
international  consensus  on  answers  to  the  many  legal  questions  that  have  arisen  regarding 
cyber  operations.”  The  recently  released  Tallinn  Manual  addresses  many  of  the  questions, 
but  is  not  legally  binding.  For  the  time  being,  there  are  few  international  standards 
preventing  a  belligerent  from  conducting  the  discussed  operations.  Still,  care  must  be  taken 
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to  satisfy  the  general  principles  of  the  Law  of  Armed  Conflict:  necessity,  distinction, 
proportionality,  and  unnecessary  suffering.26  Particularly,  cyber  operations  will  be  inherently 
difficult  to  conduct  while  operating  within  the  principle  of  distinction.  Care  must  be  taken  to 
distinguish  between  enemy  forces  (or  contraband)  versus  the  population  (or  legitimate 
shipping).  Perhaps  more  importantly,  with  shipping  becoming  increasingly  globalized,  effort 
will  be  required  to  avoid  harming  neutral  countries  or  using  neutral  cyber  infrastructure  for 
hostile  actions.27 

Another  disadvantage  is  that  adversaries  will  likely  have  capabilities  to  detect  and 
correct  network  issues.  The  key  for  friendly  programmers  is  to  devise  programs  that  are 
difficult  to  detect  and  cause  the  most  damage  possible  in  the  shortest  amount  of  time 
possible.  Finally,  friendly  policy-makers  may  not  want  to  open  the  cyber  "can  of  worms." 

An  adversary  may  have  similar  offensive  capabilities  that  can  be  used  against  friendly 
networks. 

Even  so,  the  Chinese  maritime  trade  infrastructure  provides  numerous  opportunities 
for  effective  cyber  operations.  Its  operation  center  for  the  Asia-Pacific  region  is  located  in 
Taiwan  and  consists  of  a  marine  transit  center,  air  freight  center,  and  telecommunications 
center.”  The  associated  Maritime  Transport  Network  (MTNet)  is  integral  to  port  operational 
efficiency  through  the  use  of  information  technology.”  Similarly,  the  Maritime  Information 
Communication  System  is  an  overarching  information  and  communication  system  used  to 

on 

increase  port  efficiency  and  unity  of  operations.  Each  of  these  discussed  network 
capabilities  present  opportunities  for  joint  commanders  interested  in  maritime  trade  warfare. 
China's  networked  relationship  with  Taiwan  suggests  additional  vulnerabilities  worthy  of 
investigation,  especially  in  the  context  of  a  conflict  over  Chinese  territorial  aggression. 
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DIPLOMATIC  EFFORTS 


Diplomatic  efforts  in  support  of  maritime  trade  warfare  include  leveraging 
international  organizations  to  create  unfavorable  maritime  trading  conditions  and  convincing 
nations  to  deny  an  enemy  the  use  of  vessels,  crews,  and  ports.  International  organizations 
such  as  the  United  Nations  (UN)  and  the  International  Maritime  Organization  could  take 
action  against  a  belligerent  designed  to  hamper  its  maritime  trade  efforts.  A  UN  Security 
Council  Resolution  authorizing  a  blockade  of  certain  goods  is  an  excellent  example.  An 
enemy  nation  could  also  be  denied  provisions  of  free  trade  agreements  by  any  international 
trade  or  economic  organizations,  thereby  making  trade  more  expensive.  Meanwhile, 
increased  globalization  of  the  shipping  industry  provides  opportunities  to  deny  an  enemy  the 
use  of  ships,  crews,  and  ports.  Merchant  vessels  used  by  a  nation  are  often  owned  by, 
registered  in,  or  operated  by  interests  from  other  countries.  Diplomatic  pressure  applied  in  an 
effort  to  deny  an  enemy  the  use  of  these  ships  and  crews  could  prove  effective.  The  use  of 
foreign  ports  for  refueling  and  resupplying  could  also  be  inhibited  with  successful 
diplomacy. 

Advantages  to  using  diplomacy  as  a  direct  and  indirect  tool  of  maritime  trade  warfare 
against  a  belligerent  include  low  cost  and  low  physical  risk.  Widespread  diplomatic  success 
could  also  lead  to  heavy  monetary  penalties  against  an  enemy.  However,  globalization  and 
self  interests  make  widespread  success  difficult,  which  is  this  course  of  action's  primary 
disadvantage.  In  other  words,  asking  another  country  to  suffer  damage  to  their  own  maritime 
trade  in  an  effort  to  damage  an  enemy's  economy  will  be  a  tough  sell  in  some  instances. 

In  the  case  of  China,  it  will  clearly  be  difficult  to  obtain  significant  international 
resolutions  against  them  given  their  veto  power  in  the  United  Nations  and  their  growing 
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status  on  the  international  stage.  However,  significant  leverage  might  be  obtained  by 
convincing  other  nations  and  intergovernmental  organization  like  the  Association  of 
Southeast  Asian  Nations  (ASEAN)  to  impose  trade  restrictions,  including  maritime  trade 
restrictions,  on  China.  The  United  States  is  easily  China's  top  trading  partner,  a  fact  that 

o  1 

presents  coercive  potential  by  itself.  Of  the  next  nine  highest  Chinese  trading  partners,  the 
United  States  has  alliances  or  strong  relations  with  most  including  Japan,  South  Korea, 
Taiwan,  Germany,  Australia,  Brazil,  and  India.  Any  cooperative  maritime  trading 
restrictions  among  these  partners  have  the  potential  to  cripple  China's  economy. 
Additionally,  the  United  States  could  leverage  its  relationship  with  Saudi  Arabia  to  deny 
PRC  its  largest  source  of  critically  needed  oil.  Finally,  many  Chinese-owned  vessels  are 
registered  in  other  countries  due  to  export,  quarantine,  and  other  regulations  in  China.  The 
United  States  could  pressure  countries  who  register  Chinese  owned  ships  to  either  deny  use 
for  a  period  of  time,  or  create  conditions  unfavorable  for  optimum  use  of  those  vessels. 

MARITIME  EXCLUSION  ZONE 

In  an  armed  conflict,  an  "exclusion  zone"  is  declared  in  an  effort  to  contain  the 
borders  of  an  armed  conflict  and  to  limit  risk  to  noncombatants  who  would  otherwise  put 

it 

themselves  at  risk  by  traveling  through  a  contested  area.  In  the  case  of  maritime  trade 
warfare,  it  can  also  have  two  desirable  ancillary  effects.  First,  a  well -placed  Maritime 
Exclusion  Zone  (MEZ)  could  force  merchant  shipping  to  find  an  alternate  route,  likely 
resulting  in  additional  transit  time,  fuel  and  operating  costs.  Secondly,  a  vessel  which 
proceeds  through  a  MEZ  out  of  necessity  or  otherwise  forfeits  its  marine  insurance.34 
Section  2e  of  the  1963  Maritime  Insurance  Act  (the  "war  risk  clause")  prohibits  operation  of 
a  vessel  in  a  war  zone  or  subjecting  its  cargo  to  destruction  or  capture.  It  specifically 
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addresses  capture  at  sea  and/or  confiscation.35  Taken  as  a  whole,  a  MEZ  could  be  placed  in 
an  area  that  forces  enemy  shipping  to  choose  between  extended  transits  costs  or  risk  of 
capture  without  insurance. 

The  advantages  of  a  well -placed  MEZ  include  ease  of  application  and  rising 
insurance  rates  for  an  adversary.  The  United  States  would  not  need  to  seriously  contest  the 
given  area  more  than  what  is  required  to  give  the  MEZ  credibility  in  the  eyes  of  insurers  and 
mariners.  Additionally,  delays  caused  by  rerouting  would  cause  a  ripple  effect  to  the 
maritime  network.  Vessels  late  to  arrive  in  port  disrupt  the  delicate  schedule  of  the  busiest 
ports  and  lead  to  increased  crowding,  confusion,  and  inefficiencies,  all  of  which  cost  money. 

The  establishment  of  a  MEZ  also  carries  some  negative  consequences.  Friendly  and 
neutral  shipping  would  also  need  to  alter  their  routes  and  pay  higher  insurance  rates.  Ideally, 
a  MEZ  must  be  placed  where  it  would  have  the  maximum  impact  on  enemy  shipping,  but 
minimum  impact  on  friendly  and  neutral  shipping. 

A  MEZ  in  a  potential  conflict  with  China  may  be  placed  over  certain  areas  of  the 
South  China  Sea  or  over  the  entire  South  China  Sea.  Areas  surrounding  the  busy  ports  of 
Tianjin,  Qingdao,  Shanghai,  and  Hong  Kong36  would  make  excellent  areas  to  designate  as 
exclusion  zones.  An  exclusion  zone  the  size  of  the  South  China  Sea  would  clearly  be 
internationally  unpopular,  but  while  the  economic  effects  of  this  action  would  be  felt  by 
many  countries  internationally,  no  country  would  suffer  the  effects  nearly  as  much  as  China. 

GPS  JAMMING/SPOOFING 

Today's  merchant  shipping  fleet  relies  heavily  on  Global  Positioning  Systems  (GPS) 
for  navigation.  Accordingly,  the  denial  of  GPS  capabilities  to  a  merchant  fleet  could  be  an 
effective  form  of  maritime  trade  warfare.  David  Last,  a  professor  emeritus  at  the  University 
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of  Bangor,  Wales  and  former  president  of  the  Royal  Institute  of  Navigation  recently  wrote  a 
paper  on  the  vulnerabilities  of  GPS  systems.  In  it,  he  concluded  that  a  major  shipping 
accident  in  the  English  Channel  will  occur  over  the  next  decade  due  to  blocking  of  GPS 
signals.  During  experimentation  in  the  English  Channel  in  an  effort  to  prove  this  theory, 
vessels  with  their  GPS  jammed  from  shore  installations  reported  "the  display  showed  the  ship 
traveling  over  land  in  Belfast,  while  we  were  plainly  in  the  North  Sea.  And  it  was  surprising 
how  many  other  devices  depended  on  the  GPS  working.  The  compass  stopped  working  and 

no 

the  emergency  communications  system  was  knocked  out." 

The  science  around  GPS  jamming  and  spoofing  is  beyond  the  scope  of  this  paper, 
however,  it  is  important  to  understand  a  few  basic  principles  before  applying  these 
techniques  to  maritime  trade  warfare.  First,  GPS  jamming  is  creating  a  false  signal  designed 
to  overpower  the  actual  GPS  signal  and  thereby  render  GPS  unusable.39  GPS  spoofing 
employs  a  false  signal  so  the  user  has  an  inaccurate  depiction  of  present  time  or  location.40 
Affected  ranges  are  limited  by  line  of  sight,  but  can  reach  out  to  over  100km  if  either  the 
target  or  jammer  is  airborne.41  Additionally,  signals  can  be  transmitted  directionally  or  omni- 
directionally.  Finally,  GPS  navigation  can  be  affected  by  military  attack  on  the  ground 
segment  of  a  GPS  network,  the  portion  responsible  for  maintaining  the  system  time, 
controlling  the  satellites,  and  uploading  navigation  data.43 

GPS  jamming  and  spoofing  could  be  conducted  against  a  belligerent's  maritime  trade 
in  either  littoral  or  open  ocean  environments.  In  littoral  environments  such  as  straits  or  port 
entrances,  GPS  spoofing  could  have  the  effect  of  causing  a  vessel  to  collide  with  other 
vessels  or  could  cause  it  to  run  aground,  as  USS  Port  Royal  did  in  Hawaiian  waters  in  2009, 
largely  due  to  GPS  malfunctions.44  A  vessel  running  aground  would  cause  a  belligerent 
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nation  to  temporarily  or  permanently  lose  the  benefits  of  the  vessel  and  its  cargo,  impose  the 
recovery  costs  required  to  free  the  vessel,  and  could  possibly  close  a  port  or  strait  to 
additional  traffic.  GPS  jamming  or  spoofing  in  open  waters  would  likely  cause  a  vessel  to 
take  suboptimal  routes  to  its  destination,  increasing  operational  costs  as  well  as  disturbing 
established  timelines  and  possibly  creating  a  ripple  effect  to  shipping  operations. 

Among  the  several  advantages  posed  by  GPS  jamming  and  spoofing,  it  can  be  an 
inexpensive  way  to  affect  an  opponent's  maritime  commerce,  as  GPS  jamming  equipment 
can  be  purchased  for  as  low  as  $75. 45  The  physical  risk  to  friendly  forces  employing  this 
technique  is  low.  Further,  through  the  use  of  space  technology,  it  has  the  potential  to  be  used 
on  a  widespread  basis  to  have  maximum  effect. 

However,  jamming  techniques  could  be  difficult  to  selectively  direct  at  an  adversary 
and  may  have  adverse  effects  against  friendly  or  neutral  shipping.  Groundings  in 
international  straits  may  be  undesirable.  Further,  grounded  or  colliding  vessels  could  have 
adverse  environmental  effects  if  they  resulted  in  oil  spills,  for  example.  Damage  to  protected 
reefs  could  be  of  equal  concern.  Additionally,  reliance  on  GPS  technology  is  a  vulnerability 
for  friendly  forces  as  well,  and  could  similarly  be  used  against  the  United  States  and  its  allies. 

In  a  maritime  trade  warfare  example  against  the  PRC,  jamming  or  spoofing  could  be 
used  in  selective  areas  such  as  the  Strait  of  Malacca  or  the  Philippine  Archipelagic  sea  lanes. 
GPS  spoofing  in  the  entrances  to  major  Chinese  ports  like  Shanghai,  Qingdao,  and  Tianjin 
could  have  the  added  benefit  of  creating  bottlenecks.  Finally,  China's  increasing  reliance  and 
investment  in  homegrown  satellite  technology46  present  opportunities  to  selectively  target 
Chinese  vessels. 


14 


SUMMARY 


While  it  is  unlikely  that  maritime  trade  warfare  will  be  the  sole  decisive  effort  in  any 
armed  conflict,  the  effective  and  timely  combination  of  several  of  these  modern  tools  as  well 
as  some  other  tools  not  discussed  such  as  blockades  and  special  operations  against  ports  and 
vessels  can  have  a  cumulative  effect  and  influence  the  calculus  of  an  enemy  in  a  limited  war. 
The  economic  climate  we  live  in  today  presents  opportunities  for  a  belligerent  employing 
maritime  trade  warfare  to  impose  pain  on  an  enemy  in  a  short  amount  of  time  with  a  limited 
force,  as  today's  "shippers  are  operating  to  tighter  and  tighter  margins."47 

The  tools  of  modem  maritime  trade  warfare  could  provide  a  cumulative  effect  against 
an  enemy.  The  seizure  of  merchant  vessels,  goods,  and  crews  have  immediate  impact  by 
denying  the  enemy  the  use  of  those  goods  or  the  revenues  gained  by  those  goods. 
Additionally,  the  loss  of  vessels  and  crews  impose  a  future  cost  of  lost  revenues  and  possible 
replacement  costs.  Meanwhile,  the  use  of  diplomacy  and  the  denial  of  global  trade  benefits 
from  other  nations  and  intergovernmental  organizations  impose  both  immediate  and  long 
term  penalties  for  an  enemy.  Finally,  tools  such  as  cyber  attacks  and  GPS  spoofing  disrupt 
the  delicate  system  of  international  shipping.  Resultant  inefficiencies  are  costly  and 
damaging  to  an  enemy's  economy. 

Here  again,  a  look  to  an  example  of  a  limited  war  with  the  PRC  provides  a 
convincing  study.  Many  economists  argue  that  China's  surging  economy  is  largely  artificial 
and  is  a  bubble  waiting  to  burst.  An  effective  campaign  against  China's  maritime  trade, 
especially  its  vulnerable  oil  imports,  could  provide  the  pin  that  bursts  the  bubble.  Professor 
Milan  Vego's  writings  on  China  are  insightful  in  this  regard:  "(China's)  heavy  reliance  on 
imported  oil  and  other  raw  materials  is  one  of  the  PRC's  greatest  weaknesses  in  the  event  of  a 


15 


conventional  war.  The  country  is  almost  helpless  in  protecting  its  overseas  oil-import  routes. 
This  great  vulnerability  cannot  be  resolved  easily,  if  at  all.  The  PRC's  economy  can  be 
crippled  by  intermpting  the  flow  of  trade  through  several  critical  chokepoints..."49 
Additionally,  techniques  used  to  delay  and  disrupt  shipping  networks  in  China  could  have  a 
devastating  effect.  In  a  survey  of  China's  logistic  industry  conducted  by  Zeyan  Zhang  and 
Miguel  Andres  Figliozzi,50  managers  were  asked  about  specific  costs  generated  by 
disruptions  and  delays.  Forced  price  discounts,  rebates,  penalty  payments,  cancellations  of 
orders,  and  return  of  cargo,  among  other  problems,  were  identified  and  led  to  increased  costs 
of  up  to  42.9  percent  for  importers  and  37.1  percent  for  exporters. 

Even  in  this  hypothetical  example  against  the  PRC,  a  nation  with  considerable 
military,  economic,  and  diplomatic  means,  modern  maritime  trade  warfare  can  be  effective  in 
a  limited  war.  Nations  with  lesser  means  would  be  considerably  more  vulnerable  to  several 
of  these  techniques. 

RECOMMENDATIONS 

As  Professor  Vego  suggests  in  his  writings  about  maritime  trade  warfare,  success 
depends  on  what  actions  are  taken  during  peacetime.51  With  that  in  mind,  the  following  is  a 
list  of  recommendations  for  an  operational  commander  designed  to  maximize  the  effects  of 
previously  discussed  maritime  trade  warfare  techniques. 

First,  to  maximize  potential  for  maritime  interdiction  operations,  MIO  teams  in 
addition  to  the  teams  required  in  any  deployable  naval  vessels  need  to  be  identified  and 
trained.  Teams  qualified  to  board  non-compliant  vessels  must  be  available  for  quick 
deployment.  Further,  the  issue  of  prize  crews  must  be  addressed  in  order  to  reduce 
manpower  requirements  for  naval  forces.  If  contracting  is  the  solution,  details  of  the 
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contracts  must  be  determined  prior  to  conflict.  Ports  must  be  identified  and  readied  for  the 
storage  and  protection  of  seized  vessels.  Agreements  between  U.S.  and  foreign  governments 
regarding  prize  crews  and  ports  must  also  be  drafted  in  advance  of  conducting  operations. 

Operational  commanders  should  also  identify  cyber  vulnerabilities  of  shipping 
networks  for  potential  adversaries.  Cyber  teams  can  then  develop  software  to  attack  these 
vulnerabilities.  At  the  outbreak  of  hostilities,  an  operational  command  should  have  these 
capabilities  ready  to  employ  immediately. 

Operational  commanders  should  also  analyze  vulnerabilities  of  potential  adversaries 
in  terms  of  globalized  shipping  networks.  Who  owns  the  vessels  used  by  an  adversary's 
maritime  interests?  Where  are  these  vessels  flagged?  Who  operates  these  vessels? 
Diplomatic  pressure  brought  to  bear  in  any  of  the  areas  could  have  a  crippling  effect  on 
enemy  maritime  trade.  Similarly,  what  economic  organizations  can  be  leveraged  to  incur 
additional  costs  to  a  belligerent? 

Another  peacetime  activity  that  can  be  completed  in  advance  of  maritime  trade 
warfare  operations  is  to  identify  potential  areas  for  designation  as  Maritime  Exclusion  Zones. 
Areas  selected  should  be  strategically  located  in  order  to  cause  enemy  merchant  vessels  to  be 
faced  with  a  choice  to  travel  suboptimal  routes  or  risk  traveling  through  dangerous  waters 
without  maritime  insurance.  Commanders  should  also  focus  on  areas  that  will  have 
maximum  effect  on  enemy  merchants  and  minimal  impact  to  friendly  and  neutral  shipping. 

Finally,  commanders  should  identify  GPS  jamming/spoofing  plans  for  potential 
adversaries.  Preparations  should  include  purchase  of  required  equipment  and  training  in  its 
use.  Decisions  should  also  be  made  as  to  potential  locations  for  employment,  taking  into 
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consideration  possible  effects  of  jamming/spoofing  operations  in  those  areas.  Adversary 
satellite  capabilities  and  networks  should  also  be  analyzed  for  wholesale  vulnerabilities. 

While  the  days  of  unlimited  maritime  trade  warfare  have  likely  disappeared  forever,  a 
new  set  of  tools  has  emerged  in  the  modem  context.  Minor  peacetime  commitments  in 
preparing  for  effective  and  coordinated  use  of  these  tools  has  the  potential  to  influence  the 
outcome  of  today's  limited  wars. 
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